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Chapter 41

Crimes Related to the
Electronic Financial
Transactions Act

This guideline applies to adult offenders (nineteen years of age or older)
who committed any offenses of the Electronic Financial Transactions Act,

Article 49, paragraph 4, subparagraph 1 or 4.



Crimes Related to the Electronic Financial Transactions Act

PART A — TYPES OF OFFENSES AND

SENTENCING PERIODS

MITIGATED STANDARD AGGRAVATED
TYPE CLASSIFICATION SENTENCING | SENTENCING | SENTENCING
RANGE RANGE RANGE
1 General Crime - 6 mos. 4 mos. - 10 Mos. 6 mos. - 1 yr.
2 mos.
5 Offenses for the Commercial, - 8 mos 6 mos. - 1 yr. |10 mMos. - 2 yrs.
Organizational, Criminal Purpose ) 6 mos. 6 mos.
CLASSIFICATION MITIGATING FACTOR AGGRAVATING FACTOR
Attracting by using
advertisement or media with
ide spreadabili e 2 i
S];;ecial cons:dferation can be ttaken ‘(/)Vrlganizpal;ionzl lclrtiymgyp n
Conduct gio%‘i: ci(;lur(l)ffe?lgeengagemen or A large number of medium
L. accessed or a large amount of
Mere participation profits gained from the offense
Instigating the subordinate
person to commit the crime
Speci Those with hearing and visuals
pet impairments
Sentencing P
Determinant Those with mental incapacity
(cases where the offender cannot
be liable)
Voluntary surrender to
Actor investigative agencies, internal Repeated offenses under the
/Ete. whistleblowing, or voluntary Criminal Act
full-disclosure of crime
(organizational crime in Type 2)
No danger of succession of crime
caused due to voluntary
suspension of the transaction,
report of loss, and other actions
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CLASSIFICATION

MITIGATING FACTOR

AGGRAVATING FACTOR

General
Sentencing
Determinant

Passive participation
Poverty crime

Condemnable motives

Conduet | , iy profits were gained from the Serious harm resulting from the
offense or profits gained are not succeeding crime
substantial
Destroying evidence or
attempting to conceal evidence
after the commission of the
offense
: Repeated offenses of the
resses sincere remorse
Exp . o . different type under the Criminal
Actor/ No prior criminal history Act, criminal history of
Ftc. ’

Offender’s cooperation with the
investigation on general matters

imprisonment by the same type
of offenses that do not constitute
a repeated offense under the
Criminal Act exist (This applies
when the criminal history is
within ten years after completion
of sentence)
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Crimes Related to the Electronic Financial Transactions Act

ELEMENTS OF OFFENSE APPLICABLE LAW

FElectronic Financial Transactions Act,
Article 49, paragraph 4,
subparagraph 1

Transferred or Received a Means of Access and Violated
Article 6, paragraph 3, subparagraph 1

Borrowed or Lent a Means of Access, or Storing, Delivering | Electronic Financial Transactions Act,
or Distributing a Means of Access and Violated Article 6, | Article 49, paragraph 4,
paragraph 3, subparagraph 2, or 3 subparagraph 2

Electronic Financial Transactions Act,
Article 49, paragraph 4,
subparagraph 3

A Pledger or a Pledgee who Violated Article 6, paragraph 3,
subparagraph 4

Electronic Financial Transactions Act,
Article 49, paragraph 4,
subparagraph 4

Arranged or Advertised in Violation of Article 6, paragraph
3, subparagraph 5

Crimes prescribed in the Electronic Financial Transactions Act that do not fall
under the Type 2.

This indicates cases in which the offender professional practices offense of the
Electronic Financial Transactions Act or multiple offenders engage in the
commission of the offense of the Electronic Financial Transactions Act, involving
an agreement to the crime in advance, allocating and professionally executing
the commission (For example, operating voice phishing, illegal gambling sites,
and others).
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This means one or more of the following factors apply:

- Participation in the crime was forced by another person or resulted from
threats (This excludes cases where the Criminal Act, Article 12 is applicable)

- When the offender merely agreed to participate in the crime but did not lead
or participate in the commission of the crime

- Cases where the offender inevitably committed the crime because the offender
could not refuse the request from the offender who was in personal
relationships with the offender such as being a family, in employment, and
others

- Cases where the offender accepted the request for loan, employment, or others

- Other cases with comparable factors

Where the offender did not lead, plan, or command the organized crime but
participated in mere conduct during the execution phase of the offense.

This means one or more of the following factors apply:

- Cases where the offense was committed in order to escape from an
impoverished household situation

- Cases where the offense was committed in order to raise medical expenses,
tuition, and etc.

- Other cases with comparable factors
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Crimes Related to the Electronic Financial Transactions Act

888

This means that there is an exceptionally high degree of condemnations in
motives for committing the crime, such as to raising money for entertainment
or gambling expenses.

This means that cases where the succeeding crime (voice phishing, operation of
illegal gambling websites, and others) that was caused by the offender’s crime
caused severe harm such as a large scale of economic harm and a massive
number of victims (This excludes where the offender is also charged with the
succeeding crime and multiple offenses).

This means that the offender did not reach the “Voluntary Full-Disclosure of
Crime,” but the offender stated the true facts of the offender’s own crime and
the succeeding crime so that it contributed to the investigation, such as
punishment of the involved parties and prevention of succeeding crimes.



When determining the appropriate sentencing range, the court must consider
only the special sentencing determinants.

However, in cases involving more than two special sentencing determinants, the
applicable sentencing range is adjusted after assessing the factors as set forth
below:

@ The same number of conduct factors shall be considered with greater
significance than the actor or other factors.

@ The same number of conduct factors reciprocally, or the actor, or other
factors reciprocally shall be treated as the same.

@ If the sentencing range applicable cannot be determined by the aforementioned
principles in @ and @, the court is to decide the sentencing range by a
comprehensive comparison and assessment based on the principles set forth

in @ and ®.

After an assessment, if a greater number of aggravating factors than the mitigating
factors exist, then the aggravating zone is recommended when determining the
sentencing range. If a greater number of mitigating factors exist, then a mitigating
sentencing range is recommended. For other cases, the standard sentencing range
is recommended.

When determining the sentence, the court shall consider the special and general
sentencing determinants that are within the sentencing range assessed according
to 1 above comprehensively.
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Crimes Related to the Electronic Financial Transactions Act

@ When only two or more special aggravating factors apply, or the special
sentencing determinant outnumber the special mitigating determinants by two
or more, then increase the maximum level of the recommended sentencing
range up to .

@ When only two or more special mitigating factors apply, or the special
sentencing determinant outnumber the special aggravating determinants by
two or more, then reduce the minimum level of the recommended sentencing
range down to .

When the sentencing range under this guideline conflicts with the range
determined according to the aggravation and mitigation of the applicable law,
the sentencing range prescribed by the applicable law shall govern.

When the court declines to apply a permissive mitigating factor under applicable
law as listed in this guideline’s sentencing table, the factor shall be treated as
a discretionary mitigating factor.
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This section applies to concurrent crimes prescribed in the first part of Article
37 of the Criminal Act. However, when concurrent crimes under the first part
of Article 37 of the Criminal Act involve an offense set forth in the sentencing
guidelines, in which an offense the sentencing guidelines do not cover, then the
minimum level should be the minimum of the sentencing range of the offense
that is set forth in this sentencing guideline.

The “base offense” indicates the most severe offense that results after selecting
the penalty and determining the statutory aggravation and mitigation. However,
in cases in which the maximum sentencing range is lower than that of the
maximum sentencing range of the other offense as set forth in this guideline,
the offense resulting in the concurrent crime becomes the base offense.

To calculate the sentence of an offender convicted of multiple offenses that is
not treated as a single offense under this guideline, the court shall apply the
following principles:

@ In setting the sentencing range for an offender convicted of two offenses, the
sentencing range should be the total sum of the maximum sentencing range
of the base offense and the 5 of the maximum sentencing range of the second
offense.
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Crimes Related to the Electronic Financial Transactions Act

@ In setting the sentencing range for an offender convicted of three or more
offenses, the sentencing range should be the total sum of the following: (1)
of the maximum sentencing range of the base offense, sum of % of the
maximum sentencing range of the offense with the highest sentencing range,
and (2) 5 of the maximum sentencing range of the remaining offense with
the second-highest sentencing range.

® For cases in which the minimum sentencing range of the other offense is
higher than that of the base offense, the minimum sentencing range
resulting from the multiple offense should be the minimum sentencing range
of the other offense.
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PART B — GUIDELINE ON SUSPENDING A

SENTENCE

CLASSIFICATION ADVERSE AFFIRMATIVE
Special considerations can be taken
Attracting by using advertisement nto acc_oun’;ffor engagement or
or media with high impact motive m offense
(organizational crime in Type 2) Mere participation
A large number of access media or | ® Voluntary surrender to investigative
Primary a significant amount of profits agencies, whistleblowing or
Consideration gained from the offense voluntary full-disclosure of crime
LFerezor Crime history of the same offense (Type 2)
(imposing of suspension of sentence | ® No danger of succession of crime
or more severe punishment within caused due to voluntary suspension
five years; or more than three of a transaction, report of loss, and
incidents of fines) other actions
No prior criminal history
Passive participation as an
accomplice
Poverty crime
Condemnable motives No profits gained from the offense
) ) or profits gained is not substantial
Ssgzgziﬁarg:ﬁfsunmg from the Offender’s cooperation with the
8 D investigation on general matters
More than two incidents of No criminal history of the
General suspension of sentence or more . ; . .
Consideration severe punishment suspension of sentence or imposing
Factor of other sentences more severe

Lack of social ties
Absence of remorse

Destroying evidence or attempting
to conceal evidence after the
commission of the offense

Strongly-established social ties
Expresses sincere remorse
Cases of elderly offenders
Cases of physically ill offenders

Cases where the arrest of the
offender would cause severe
hardship to the offender’s dependent
family member
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m Crimes Related to the Electronic Financial Transactions Act

DEFINITIONS OF FACTORS TO CONSIDER IN SUSPENDING

A SENTENCE

o In cases in which the factors to consider in suspending a sentence and the
sentencing factors are identical, refer to the definitions set forth in the Definition
of Sentencing Factors.

¢ Determining Criminal History
- Prior criminal history is calculated as follows: In cases that involve a suspension
of the sentence, the prior criminal history is calculated from the date the
defendant’s suspension of the sentence was affirmed until the date of the
commission of the offense. In cases that impose imprisonment, the prior criminal
history is calculated from the final date the sentence was completed until the
date the offense was committed.
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In deciding whether the suspension of a sentence is appropriate in cases in which
imprisonment is imposed, the court should give the primary consideration factor
greater importance than the general consideration factors. The following
principles should be considered:

@ In cases in which only two or more primary affirmative factors exist or when
the primary affirmative factors outnumber the major adverse factor by two
or more, suspension of the sentence is recommended.

@ In cases in which two or more primary adverse factors exist or when the
primary adverse factors outnumber the primary affirmative factors by two or
more, imprisonment is recommended.

® In cases in which @ or @ apply, but the difference between the number of
general adverse (affirmative) factors and general affirmative (adverse) factors
is greater than the difference between the number of primary affirmative
(adverse) factors and primary adverse (affirmative) factors, or in cases other
than @ or @, the court shall decide whether to suspend the sentence after
comparing and assessing the factors listed under the suspension of the sentence
section comprehensively.
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